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How users manage privacy settings today

How You Connect &

Who can look up your profile by name or contact info? @ Everyone ¥
Who can send you friend requests? @ Everyone ¥
Who can send you Facebook messages? @ Everyone ¥
Who can post on your Wall? 4* Friends «
Who can see Wall posts by others on your profile? 382 Friends of Friends «
Learn more m

These are the default settings in Facebook



Measuring the difficulty in managing privacy

For the photo below, ideally, who would you like to be able to view and comment
on the photo?

Question: Please select the Facebook users who, ideally, you would like to be able
to view and comment on this piece of photo. For example, if you wish for only your

friends Alice and Bob to have access, select Some of my friends and then select
Alice and Bob individually.

O Only me

O some of my friends

O All of my friends

O All of my friends' friends

(O Everyone in Facebook

Designed a Facebook privacy survey application [IMC ‘11]
Recruited 200 users with Amazon’'s Mechanical Turk
gathered demographic information, past history on Facebook



Survey results
Key findings:

a majority do not change their default settings
a majority do not understand their default settings

a majority of content is exposed to more users than desired
even when users' changed their defaults!

Because people changed their privacy preferences over
time!



Online Social Media sites (OSMs) are
aging

OSMs are already around for a decade

2006 2009 2013 2017

i I
'S : | pecsssssssssnsns >

Billionth tweet 500m tweet/day 2026

In sites like Twitter
Users are content creators and managers
They might even need to change privacy preferences over time



Users change privacy preferences over
fime
2009 2012

Content posted in freshman year: 3 years later: Hiring manager
shared with everybody on interne and colleagues should not see
this

They need to control longitudinal exposure: control who can see old content
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Understanding longitudinal exposure
control

[WPES 2013]
Recent studies found via user surveys [SOUPS 2013]

Users’ willingness to share content drops as the content become old

Willingness to share further decreases with a life-change

A large scale study on tweets posted within a week reported

2.4% of those tweets are deleted by users within their week of
observation

However they only considered confent posted in vérySiegent)past

No investigation so far about
Do users change privacy preferences to control longitudinal exposur:

How effective are current mechanisms to control longitudinal

AVIANACILIrAa?



Godal
To better understand and control longitudinal exposure in OSMs

Rest of the talk

v/ Do users change privacy preferences over time?

v How effective are these exposure control mechanismse

v How can these mechanisms be improved?
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Rest of the talk

v Do users change privacy preferences over time?

v How effective are these exposure control mechanismse

v How can these mechanisms be improvede
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Collecting data on users changing
privacy preferences

In this study we focus on Twitte|
Simple privacy preferences

Either publicly visible to everyone

Or withdrawn from public domain (by deletion or making account
3PSV ERte )

(date of experiment)
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Time in past when the tweets were posted (relative to the date of experiment)
ranges from tweets posted 1 day back to 6 years back

All of these past tweets were public when they were posted
If inaccessible on experiment dalesprivacy preferences changed,over

+iAA A



Do users change privacy preferences
over time?¢

6 year old tweets:
1 day old tweetfs: privacy changed for 28%
privacy changed for 5%
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Time in past when the tweets were posted

Users change privacy for increasing amount of old data with fime

How do these users change privacy of this content?
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Mechanisms fo change privacy
preferences in Twitter

Three ways users change privacy of old content in Twitter
They are the longitudinal exposure control mechanisms

Wechanism Desciption

Selective deletion Selectively withdraw some old tweets to control exposure
Account deletion Withdraw all old tweets to control exposure in bulk

Making account private Withdraw all old tweets to control exposure in bulk

Privaski 2017 12



How do users change privacy
preferencese
Far past: primarily via account deletion

Recent past: primarily and making accounts private
via selective deletion

(7, q) 300/0 T
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Time in past when the tweets were posted

Very different mechanisms to change privacy for content from far
past compared to recent past
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Do many users change privacy of old
contente

We randomly sample 100k active users from 2009

Out of 8.9m random old tweets from these users 29.1% is
iInaccessible

What fraction of users change privacy of their content?

Selectively deleted tweets 8.3%

Deleted their account 15.9%
Made their account private 10.4%
Users who take actions that changes 34.6%

privacy of their content

A significant fraction of users change privacy of their old content
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Rest of the talk

v/ Do users change privacy preferences over time?e
Privacy preferences are changed for significant fraction of old content

v How effective are these exposure conirol mechanisms?

v How can these mechanisms be improvede
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Limitations of current exposure control

We identified two limitations of current exposure controls
Limitation 1: Retaining residual activities

Limitation 2: Creating signal to idenftify possibly sensitive
content



Limitations of current exposure control

We identified two limitations of current exposure controls
Limitation 1: Retaining residual activities

What are residual activities?
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Limitation 1: Retaining residual activities

g drinkingBucay These conversations from

e you coming to the freshman PR other users remain public
rrrieTe=pRty tonight? #iknowyoulovedrinking even after a user remove

#tequilaShots her tweets/account

0 0

We call these conversations residual activities

Residual activities contain information about withdrawn old content

Anybody online can collect and analyze them by a username
search

Residual activities might breach longitudinal exposure control

Privaski 2017 18



What information can we recover from residual activities?



Sensitive user interests revealed by
residual acftivities

We checked user interests revealed for deleted/private accounts from

2009

Account 1

Account 2

Account 3

Deleted/private Topics of interest from | Hashtags revealed by residual
accounts hashtags activities

Politics, Sports,

m#pnsoners #strike,

Technology #frenchopen, #tech

Sports, LGBTQ issues #daviscup,#india,
#lgbt J#followTriday

Sports #grandrapids, #nascar

Some of these hashtags can be considered sensitive

Residual activities also reveal

Demographics of accounts
Meaning of deleted tweets -- Check out our SOUPS 2016 pcper for

details
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Residual activities can leak information about withdrawn
accounts/tweets and breach longitudinal exposure control

We developed a web app for users to check residual activities
Check out the app is at: http://twitter-app.mpi-sws.org/footprint/




Limitations of current exposure control

We identified two limitations of current exposure controls

Limitation 2: Creating signal to identify possibly sensitive
content

What do we mean by “creating signal”?
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Limitation 2: Creating signals to identify
possIbly sensitive content

- Donald J. Trump & “realDonaldTrump
. "," It is so pathetic that the Dems have still not approved my full Cabinet.

Donald J. Trump & “realDonaldTrump
Reports that | will be working on the Apprentice during my presidency,
even part time, are ridiculous and untrue - Fake news

Great level of confidence and optimism - even before tax plan rollout!

Donald J. Trump & “realDonaldTrump
Russia talk is FAKE NEWS put out by the Dems, and played up by the
media, in order to mask the big election defeat and the illegal leaks!

h
S Donald J. Trump & “realDonaldTrump
B & Stock market hits new high with longest winning streak in decades.

Which one is possibly sensitive?
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Limitation 2: Creating signals to identify

possIbly sensitive content

T T—— Donald Trump to Remain Executive
i A7 It is so pathetic that the Dems have still not apprg Producer On ‘Celebl'ity Apprenﬁce’
Donald J. Trump & “realDonaldTrumg (EXCLUSIVE)
o f" Reports that | will be workmg on the Apprentice d

even part time, are ridiculous and untrue - Fake n ‘ﬁ . m— n u .l
U, Managing Laor: feevision
#¥arfety Cynthia

Stock market hits new longest winning {
G n - even be

Deleted after 2
hours of posting  ihe bems,

n defeat ana e lliegal leak

An attacker can detect when your content is withdrawn
She can just compare snapshots

Withdrawal of a content signals an attacker to investigate the

COﬂTeﬂT Privaski 2017 24



Controlling longitudinal exposure of content today helps an
attacker to identify and investigate possibly sensitive content

There is already a web app for detecting deleted tweets of politicians

Check out Politwoops:
hitps://projects.propublica.org/politwoops/
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Rest of the talk

v/ Do users change privacy preferences over time?e
Privacy preferences are changed for significant fraction of old content

v How effective are these exposure control mechanismse

Current mechanisms do not take care of information leakage by
residual activities and creates signal to identify withdrawn
content

v How can these mechanisms be improved?



Dealing with the limitations is difficult

Straw man:

Withdraw all the residual activities with original tweet/account
Problem

Residual activities are not “owned” by the original poster

Emerging OSMs deal residual activities by age based withdrawal
Withdraw all content after a preset time T (e.g. 24 hour Rl
Snapchat, Cyber dust &

Both original post as well as residual activities are withdrawn
No signal for specific sensitive tweets

CYBER DUST

Problem with age based withdrawal
1. Do not facilitate interaction with content
2. No archive of past activities, no long term memory
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Improved mechanism 1: Inactivity
based withdrawal

Automatically withdraw content only when it is inactive
Inactive content: no interaction (e.g., retweets) for time T

In other words
No tweet receiving recent interaction will be withdrawn

Through simulation we discovered
Inactivity based withdrawal allows more interactions

Especially for popular tweets -- Details in our SOUPS 2016 paper

Even for this idea no archive of past activities, no long term
memory

Privaski 2017 28



Improved mechanism 2: Letheia

Key idea: hide and unhide content periodically
Withdrawn content is permanently hidden

Attacker can not be sure if a content is deleted or hidden
Provides plausible deniability to users

Time stamp 1

ﬂ Mainack Mondal

This is tweet 1

0 0

Time stamp 2

ﬁ Mainack Mondal

This is tweet 2

0 0

ﬁ Mainack Mondal

This is tweet 2

Time stamp 3

ﬂ Mainack Mondal

This is tweet 1

0 0

0 0

Each tweet is available 2 out of 3 timestamps : 67% availability

Privaski 2017
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Letheia: Design challenges

Letheia provides

Probabilistic privacy guarantees
A trade-off between availability and privacy

Letheia needs to decide

The hide and unhide fime period distributions for each individual
tweet

Through experimentation we discovered
Negative binomial distribution is a good choice for time distributions

Letheia does not take care of information leak by residual
activities

It does raise the bar for attacker to collect data



Summary

Analyzed longitudinal exposure control from recent to very far past
Users control exposure by withdrawing large amount of old data

First study to analyze key limitations of current mechanisms

Residual activities leak significant information about withdrawn
content

Withdrawal helps an attacker to identify possibly sensitive content

Inactivity based withdrawal is a mechanism to stop information
leakage from residual activities and facilitate interaction

Letheia is a mechanism to balance between privacy and
availability
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THANKS!

Our Twitter web app to see your information leakage via residual
activities: http://twitter-app.mpi-sws.org/footprint/

Our SOUPS 2016 paper -- “Forgetting in Social Media: Understanding
and Controlling Longitudinal Exposure of Socially Shared Data ”



Extra slides!



Leveraging data archived in the past

In this study we focus on data from Twitte

We archived Tweets when they were posted over the past
years

All of those tweets were public when they were posted
Currently we have tweets collected continuously from 2009!

We 1ry to re-fetch these archived tweets using Twitter AP|
today

If inaccessible, then users have withdrawn those old tweets

Note: We did not study the user intenfion behind these
WIThdrOWO |S Privaski 2017 34
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Do users actually change the privacy
preferences over fime?¢

30

25 T~ 28% of all tweets
% of tweets 5 ~are withdrawn
withdrawn 15 -
10 ——————— —
5 N E— —— : -
O ]
1 week 6 months 6 years

Age of the tweets

Users change privacy preferences for 28% of the data posted 6 years bac

Users withdrew surprisingly large amount of old data to control exposure

What mechanisms did they use to withdraw this old datae
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How do the users change privacy of
their old content?

Recent past:

selective deletion is Far past: account deletion is

most used to withdraw in bulk

most used
80 /’ i
% of via selective deletion
withdrawn 40

tweets via account deletion

20 —— —

& via making account private
0 . __ I
1 week 6 months 6 years
Age of the tweets

Tweets posted in recent to far past were withdrawn via very different
exposure control mechanisms
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How do individual users conirol exposure of their old content?



Classitying users by exposure control
behavior

We randomly sample 100k active users from 2009

Out of 8.9m random old tweets from these users 29.1% is
withdrawn

Rased on their exnosiire control behavior three cateaories
user category description % of all

users

Non-withdrawers did not withdraw any tweet 65.4%

Partial withdrawers selectively deleted few old tweets 8.3%

Complete withdrawers  withdrew all tweets (deleted/private account) 26.3%

A limitation in current exposure control mechanisms will effect
substantial fraction of users "« 38



Information leakage via residual
acftivities

replies
We can recover part of the withdrawn tweets from these reply
tweets

Withdrawn accounts have residual activities in the form of user mentions

91.4% of the our complete withdrawers have residual activities

From these residual activities we can recover information like

e complete withdrawers

Interests of the account
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Recovering user interest from residual
activities

Intuition:
Residual activities might reveal user interests in the form of hashtags

Are hashtags in residual activities also used by complete
withdrawers?
In 25% of the cases all the hashtags in residual activities are also

- 0 ..

tLl I
PP 5 PR Py

-~ emm o | L

Complete Topics of interest from | Hashtags revealed by residual
withdrawer hashtags activities

withdrawer 1 Politics, Sports, #prisoners, #strike,
Technology ttrenchopen, #tech
withdrawer 2 Sports, LGBTQ issues #daviscup,#india,
#lgbt J#fol|CWTTTOaY
withdrawer 3 Sports #grandrapids, #nascar
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Residual activities leak information about withdrawn tweets
/accounts and breach longitudinal exposure control

Check out our Twitter app to see your information leakage via
residual activities: http://twitter-app.mpi-sws.org/footprint/




Recovering user interest from residual
activities

Intuition:
Residual activities might reveal user interests in the form of hashtags

Are hashtags in residual activities also used by complete
withdrawers?
In 25% of the cases all the hashtags in residual activities are also

- 0 ..

tLl I
PP 5 PR Py

-~ emm o | L

Complete Topics of interest from | Hashtags revealed by residual
withdrawer hashtags activities

withdrawer 1 Politics, Sports, #prisoners, #strike,
Technology ttrenchopen, #tech
withdrawer 2 Sports, LGBTQ issues #daviscup,#india,
#lgbt J#fol|CWTTTOaY
withdrawer 3 Sports #grandrapids, #nascar
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Existing longitudinal exposure control
mechanisms

Spectrum of existing longitudinal exposure control mechanisms

Putting users in charge Age based withdrawal
Users control longitudinal exposure All data are auvtomatically
by individual withdrawal deleted after time T

Deployed in most of the OSMs Deployed in few emerging

like Twitter, Facebook OSMs like snapchat

M Facilitate interaction X| Do not facilitate interaction

Do not take care of residual M Also deletes residual activit

Can we have best of both the mechanisms?
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Qur proposal: Inactivity based
withdrawal

Key idea: Only when a content becomes inactive, automatically
withdraw

Inactive content: no interaction (e.g., retweets) for time T

We compared age based and inactivity based withdrawal

We simiilated hoth the <trateaniec for R0k tweets with retweets
Interactions (Retweets) stopped

7,798
4,117

Inactivity based withdrawal allows more interactions

Withdraw tweets after 1 day of posting

Withdraw tweets after 1 day of inactivity

Moreover it facilitate intferactions for popular tweets -- Details in
the paper

Inactivity based withdrawal stops information leak via residual activities

Privaski 2017
and at the came fime facilitatece intaraction in OSAMce



Rest of the talk

v How to collect data on changed privacy preference over
time?

v/ Do users change privacy preferences over time?e

v How effective are these exposure control mechanisms?e

v How can these mechanisms be improvede
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Rest of the talk

v How to collect data on changed privacy preference over
timee
Check which past public tweets are withdrawn from public

v Do users actually change privacy preferences over time?

Privacy preferences are changed for significant fraction of old
confent

v How effective are these exposure control mechanisms?

v How can these mechanisms be improvede
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Rest of the talk

v How to collect data on changed privacy preference over
timee
Check which past public tweets are withdrawn from public

v/ Do users actually change privacy preferences over time?

Privacy preferences are changed for significant fraction of old
confent

v How effective are these exposure control mechanisms?e

Current mechanisms do not take care of information leakage
by residual activities

v How can these mechanisiis be improved?



Improvement of longitudinal exposure
control mechanisms

Emerging OSMs deal residual activities by age based withdrawal
Withdraw all content after a preset time T (e.g. 24 hours)

Snap chat, Cyber dust & R Y

CCCCCCCCC

All content including residual activities are deleted after T

But they do not facilitate interaction with content
Other users do not have enough time to comment or share
Content might not become popular!

Can we improve age based withdrawal to facilitate interactions?
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How do users change privacy
preferences?

Far past: primarily via

Recent past: primarily account deletion
via selective deletion \

200/0 T / T _l I_ T ] T T T T T T T T T Y T T
Qe selective ge:et!on : \ |
o ; 15% | _ account eetlon - ‘““.u_
v 3 making account private H o

- - - s o
E © 10% | § § g “‘::‘:\‘““ At A
Y -C - = - W 0
o .': E post llllElll PTTTTI L LLLELEL AL LR a auguense bl “"§§ onay
°\° ; 50/0 '_""."“"""""5'“ .... ) § il ‘ "“.“.“.“.":nﬂ“u nutitiiun “I": : ‘l'ﬂ-nul |
= @ Ve RTTITT NYITLLLLALLAL e § "

DN @L > & O Y Y Y Y Y Y YYY

F & S T T T IT ST TS ST FFELE @
v ~x\ & ¥ 3 Y oY oY N N
NN ,\<\‘ q/é‘ ‘bé\ &® (06‘ 66‘ ,\6\ Q)é‘ qé\ \Q@ & AV Y oV WY o

Age of the tweets

Very different mechanisms for changing privacy for content from far
past compare to recent past
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Improvement of longitudinal exposure
control mechanisms

Emerging OSMs deal residual activities by age based withdrawal
Withdraw all content after a preset time T (e.g. 24 hours)

Snap chat, Cyber dust & R Y

CCCCCCCCC

All content including residual activities are deleted after T

But they do not facilitate interaction with content
Other users do not have enough time to comment or share
Content might not become popular!

Can we improve age based withdrawal to facilitate interactions?
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Do users change privacy preferences
over time?¢

6 year old tweets:
1 day old tweetfs: privacy changed for 28%

privacy changed for 5%
30% / \

I T

25% |
20% |
15% |
10% |
5%
0% ' . : :

N

% of tweets
withdrawn

RRRRL'RRRRRRRURRARRNRRERERREL,

1 1 1

Qf aRLRRIRRRRRRRRARRARRL N RARRRREY .

| I N SR R SN E— S— E— E—
SEFST PSS

ST FSIHFFSFSSFSsSSS
v SIS ° «««A«
NS @%@%@ &o)@%&«@%@%@@é\\%‘bvb

Time in past when the tweets were posted

:
F
N

Users change privacy for increasing amount of old data with time

How do these users change privacy of this content?
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Collecting data on users changing
privacy preferences

In this study we focus on Twittel

Simple privacy preferences

Either publicly visible to everyone

Or withdrawn from public domain (by deletion or making account
private)

We archived tweets continuously, starting from 2009
All those tweets were public when they were posted

We 1ry to re-fetch these archived tweets today
If inaccessible, then the privacy preferences changed over time

In other words users contirolled longitudinal exposure



Information leakage via residual
activities
Accounts have residual activities in the form of user mentions

We developed an app for users to check residual activities

The app is at: hitp://twitter-app.mpi-sws.org/footprint/

Check Your Secondary Digital Footprint on Twitter!

-
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User demographics revealed by
residual acftivities

Residual activities reveals likely location or language of user
Check it out at: http://twitter-app.mpi-sws.org/footprint/

Language Percentage Country Percentage
1 RO/
B Ergle o United States 100.00%
Others 3.85%

Tweets also have residual activities in the form of replies
Reveal information about meaning of the tweet
Check out our app and paper for details
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Comparison of age and Inactivity
based withdrawal

We simulated both the strategies for 30k tweets with retweets
Take retweets as proxy for interaction

Interactions (Retweets) stopped
Withdraw tweets after 1 day of posting 7,798
Withdraw tweets after 1 day of inactivity 4,117

Inactivity based withdrawal allows more interactions

Especially for popular tweets -- Details in the paper

Inactivity based withdrawal stops information leak via residual activities
and at the same time facilitates interaction in OSMs
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User demographics from residual

activities

Residual activities reveals likely location or language of user
Likely location: country of users generating majority residual

activities

Ground truth: Coun’rry repor’red in the deleted/private accounts

Hc;v\f»cu@gm lvitiese

g5

= o 50

T >

sg O .

X 3 USA UK Brazil Canada Japan

o countries

Even for countries like Japan revealed location is highly
accurate

Tweets also have residual activities in the form of replies
Reveal information about meaning of the tweet
Check out our app and paperfordetails 56



Demographics of users changing
porivacy

We investigated the demographics of our users from 2009
Inferred Gender and location form Twitter profile

Random sample of Twitter users 50.3%
Users who did not delete any content
Deleted tweet selectively

Deleted account/Made account private

Female users are more likely 1o change privacy of old content
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User interests revealed by residual

activities

Residual activities reveal hashtags which identify likely user interests

Word cloud from these Hashtags

(click to check conversations)

#cyberliteracy
#privategrity #pets14

#eonfosmd
#cseb648 7PN
%{\QQ #coinshuffle
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