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Security breaches
• TJX (2007) - 94 million records*

• Adobe (2013) - 150 million records, 38 million users

• eBay (2014) - 145 million records 

• Anthem (2014) - Records of 80 million customers

• Target (2013) - 110 million records

• Heartland (2008) - 160 million records

https://www.oneid.com/7-biggest-security-breaches-of-the-past-decade-2/

Just a few:

*containing SSNs, credit card nums, other private info
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Defects and Vulnerabilities
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……

• Many (if not all of) these breaches begin by 
exploiting a vulnerability

• This is a security-relevant software defect (bug) or 
design flaw that can be exploited to effect an 
undesired behavior

• The use of software is growing
• So: more bugs and flaws
• Especially in places that are new to using software
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“Internet of Things” (IOT)

4

Google Home

Amazon Alexa

https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-
todays-massive-internet-outage/



http://www.nytimes.com/2010/09/
26/world/middleeast/26iran.html

Stuxnet specifically 
targets … processes 
such as those used to 
control … centrifuges 
for separating nuclear 
material. Exploiting four 
zero-day flaws, Stuxnet
functions by targeting 
machines using the 
Microsoft Windows 
operating system …, 
then seeking out 
Siemens Step7 software.
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http://www.wired.com/2015/07/ha
ckers-remotely-kill-jeep-highway/

The result of their work 
was a hacking 
technique—what the 
security industry calls a 
zero-day exploit—that can 
target Jeep Cherokees 
and give the attacker 
wireless control, via the 
Internet, to any of 
thousands of vehicles.
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Driverless Cars
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Considering Correctness

• All software is buggy, isn’t it? Haven’t we 
been dealing with this for a long time?

• A normal user never sees most bugs, or 
figures out how to work around them

• Therefore, companies fix the most likely 
bugs, to save money
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Considering Security
Key difference:

An attacker is not a normal user!

• The attacker will actively attempt to find defects, 
using unusual interactions and features

• A typical interaction with a bug results in a crash
• An attacker will work to exploit the bug to do 

much worse, to achieve his goals
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Cyber-defense?
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Cyber-defense?
Popular technologies 

such as firewalls, anti-
virus, and intrusion 

detection/prevention, 
attempt to detect the 
attacks themselves.

But new attacks can 
be produced that 

avoid detection but
exploit the same 
vulnerabilities
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1. Find a vulnerability
2. Develop patch
3. Deploy patch (and 

detection signature)

But: Still vulnerable to 
undiscovered bugs 

… and new bugs
introduced by software 
upgrades

Penetrate and Patch

12



http://www.zdnet.com/article/firee
ye-kaspersky-hit-with-zero-day-

flaw-claims/

Security researcher Tavis 
Ormandy disclosed the 
existence of a vulnerability 
which impacts on Kaspersky 
[security] products.

Hermansen, [another 
researcher,] publicly disclosed 
a zero-day vulnerability within 
cyberforensics firm FireEye's 
security product, complete 
with proof-of-concept code.

and bugs in security 
products themselves!
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Building Security In
The long-term 
solution is to prevent
all exploitable bugs 
before deploying

Avoid the holes to 
start with!
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Analogy
• How do you 

build a bridge 
that stands up 
despite harsh 
conditions?

• Heavy use
• Earthquakes
• Extreme 

weather
• Etc.
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Analogy
• Study the 

problem. 
Develop the 
best
• Methods
• Materials
• Tools

• Then use them 
from Day 1!
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Do not
• Use methods that fail to incorporate larger 

lessons (i.e., from past bridges built and past 
failures)

• Use cheap materials that are unresilient

• Use unreliable tools that produce inconsistent 
results

• Assume that you can do these things and 
everything will be OK (you can just patch 
problems later)
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Unless you want your bridge to fail
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PL Approach to Security
• A PL researcher is someone who views the 

programming language as having a central place 
in solving computing problems.

• by developing general abstractions, or building 
blocks, for solving problems, or classes of problems.

• PL research considers software behavior in a
rigorous and general way

• e.g., to prove that (classes of) programs enjoy 
properties we want, and/or eschew properties we don’t

• PL thus offers a direction for building security in
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Outline of 3 days
• Formalize what software behavior is

• Operational semantics
• Formalize rules of what constitutes good behavior

• Type systems
• Prove that the rules truly enforce good behavior

• Type safety
• Applications: Information flow security 

• Information flow security
• Secure cloud services
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Day 1

Day 2

Day 3


